
PENETRATION TESTING
CASE STUDY



OVERVIEW JAPPWARE

3 PROJECTS

OWASP PRACTICES 1 TEAM

3 CLIENTS



GOALS JAPPWARE

Identify and prioritize Security Risks

Intelligently manage vulnerabilities

Leverage proactive security approach

Discover security strength

Increase confidence in your security strategy

Meet regulatory requirements

Ability to protect: networks, applications, 
endpoints and users from external or internal 

attempts to circumvent its security controls

 Identify which vulnerabilities are most critical, which are less significant, and which are 
false positives Allows  intelligently prioritize remediation, apply needed security 

patches, and allocate security resources more effectively

Takes a proactive approach, uncovering weaknesses so 
that organizations know what remediation is needed, and 

if additional layers should be implemented.

Intelligently allocate security resources, ensuring 
that they are available when and where they are 

needed most.

By regularly putting your security infrastructure and your security 
team through their paces, you won't have to wonder hypothetically 

what an attack will look like and how you'll respond

 Helps organizations address the general auditing and compliance aspects of 
regulations and industry best practices. The detailed reports can help illustrate 
ongoing due diligence to assessors by maintaining required security controls.



STAGES JAPPWARE

Planning and Preparation

Discovery

Penetration Attempt and Exploitation

Analysis and Reporting

Clean Up and Remediation

Retest



TYPES JAPPWARE

Web Application Tests Network Security Tests Cloud Security Tests IoT Security Tests

Web application penetration 
tests examine the overall 
security and potential risks of 
web applications, including 
coding errors, broken 
authentication or 
authorization, and injection 
vulnerabilities.

Network penetration testing 
aims to prevent malicious acts 
by finding weaknesses before 
the attackers do. Pen testers 
focus on exploiting and 
uncovering vulnerabilities on 
different types of networks, 
associated devices like routers 
and switches, and network 
hosts. They aim to exploit 
flaws in these areas, like weak 
passwords or misconfigured 
assets, in order to gain access 
to critical systems or data.

Security teams to work with 
cloud providers and third-
party vendors to design and 
carry out cloud security testing 
for cloud-based systems and 
applications. Cloud pen 
testing validates the security 
of a cloud deployment, 
identifies overall risk and 
likelihood for each 
vulnerability, and recommends 
how to improve your cloud 
environment.

Pen testers take the nuances 
of different IoT devices into 
account by analyzing each 
component and the 
interaction between them. By 
using layered methodology, 
where each layer is analyzed, 
pen testers can spot 
weaknesses that may 
otherwise go unnoticed.



SOCIAL ENGINEERING JAPPWARE

Social engineering is a breach tactic, which involves using deception in order to gain access or information that will be used for 
malicious purposes. The most common example of this is seen in phishing scams. Pen testers use phishing tools and emails tailored to 
an organization to test defense mechanisms, detection and reaction capabilities, finding susceptible employees and security measures 
that need improvement.



OWASP TOP 10 JAPPWARE

Companies should adopt this practice and start the process of ensuring that their web applications minimize these risks. Using the 
OWASP Top 10 is perhaps the most effective first step towards changing the software development culture within your organization 
into one that produces more secure code.

OWASP TOP 10

Broken Authentication

Injection

Sensitive Data Exposure

XML External Entities (XXE)

Broken Access Control

Security Misconfiguration

Cross-Site Scripting XSS

Insecure Deserialization

Using Components with Known 
Vulnerabilities

Insufficient Logging & Monitoring



CHALLENGES JAPPWARE

➡ Evaluate existed platform without clear documentation (Black-box testing) 

➡ Work with multiple platforms connected through SSO to evaluate auth security 

➡ Work with data management and access APIs to determine weak places and prevent unauthorized access 

➡ Data flow fraud detection (payment transaction, data stream, etc.) 

➡ The Importance of Scope and Clear Rules of Engagement 

➡ Working Around Resource Constraints 

➡ Intelligent Advancements Without Shared Knowledge 

➡ Infrastructure evaluation



ACTIONS JAPPWARE

๏ The certified cloud security team 

๏ A clear plan and test scenarios  

๏ Scope analysis and selected practices 

๏ Manual and Automated tests solutions 

๏ Week place risks determination process  

๏ Recommended solutions 

๏ Knowledge transfer & Reports



RESULTS JAPPWARE

✓ System weakness documentation 

✓ Emergency plan 

✓ Solutions and suggestions 

✓ Automated scripts and test scenarios 
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KPI
✓ Sprint planing & grooming meetings 

✓ Spring acceptance meetings 

✓ Staging delivery and test report 

✓ Team velocity and capacity evaluation
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JAPPWARE
INNOVATION IN EVERY STEP

THANK YOU!

info@jappware.com +38 (063) 189 63 08


